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Latest advice for Parents and Carers

Welcome to the second of our Summer term Newsletters from the Rooks
: . Heath Safeguarding Team. We aim to bring you all the latest, relevant help
&4 b ‘ and advice on issues that we feel will be of importance to you.
[

This edition is continuing the theme of our last Newsletter, Sexual Harassment/Abuse, but
also includes the dangers of how this can happen at home. The content given is to inform
and to raise awareness of any potential problems, it is not to intentionally make you fearful
or worried about your children’s internet use. However, if you are concerned, there are
some organisations listed below that are there to help you.

We wish you a lovely half term break with some long-awaited sunshine!

On-Line Grooming — New Campaign (IWF)



https://talk.iwf.org.uk/

Grooming is when someone befriends and builds an emotional
connection with a child to gain their trust for the purposes of sexual
abuse or exploitation. They can do this both offline and online, with

technology and the Internet being commonly used to initiate and
facilitate contact with a chlld Gaining w:tlms trust is a key part of
ing them in ly explicit beh Theg who can
eitherbea geror a child already knows, tends to use
tactics such as engaging in small talk or exchanging personal
information with the child about hobbies and relationships, using
flattery and gifts to build a rapport or even making threats and

intimidation to gain control. This can take place over varying periods

of time - from a few days to several years.

NUMBERS OF GROOMING
OFFENCES ARE SOARING

In April 2017, a new government law came into force in
England and Wales to allow police to charge adults who
send sexual messages to children through mobile phones
and social media. In the first year since the law change,
there were 3,000 police-recorded offences of sexual
communication with a child - a figure 50 per cent higher

than experts expected in the first year.

ALLCHILDREN ARE AT
According to a 2018 NSPCC report, a
quarter of young people have experienced
an adult who they don’t know in real life
trying to contact them online. One in four
said they had been sent messages, images, videos or
other content that made them feel sad, worried or
uncomfortable. One in 10 girls and one in 20 boys under
the age of 13 said they had received unwanted sexual
messages.
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CHILDREN ARE
NERABLETARGETS

Groomers use psychological tricks and methods to try and
isolate children from their families and friends and will
often choose to target more vulnerable children who may
be easier to manipulate. In order to seek potential victims,
predators are likely to use apps and websites that are
popular with children and young people. Groomers can
use a‘scattergun’ approach to find victims, contacting
hundreds online to increase their chance of success.

real-time using tricks, dares or built-in gifts to
ulate them. Grooming often takes the form

of a game where children receive 'likes' or even
money for performing sexual acts. Social media channels,
such as YouTube, Facebook, Instagram and Snapchat, all
have live streaming capabilities, but there are many apps
which children can use to live stream, including Omegle,

Live.me, BIGO Live, YouNow and many more.
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GROOMING CAN HAPPEN RAPIDLY

Grooming is generally a slow, methodical and intentional
process of manipulating a person to a point where they
can be victimised. However, according to researchers at the
University of Swansea, online grooming can also be very
rapid, with analysis of chat logs revealing that it can take
just 18 minutes for some predators to arrange to meet
thei tim. The fastest predators used sophisticated,
persuasive, language-based strategies to rapidly build
trust, including the use of small talk and praise which
quickly escalated into requests for sexual messages.

ANYONE CAN GROOMYOURCHILD

Many people expect groomers to be adults posing as
children, but this is not always the case. Data from
University of Swansea reveals that groomers’ use of
identity deception (around age, location and appearance)
is fairly low. This can be because they approach many
children, limiting their ability to lie. The worry is that
honesty can be more damaging to the victim since they are
more likely to feel as if they are in a real relationship.
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IT'SGOODTOTALK

It’s unlikely that you can stop
your child using the Internet,
nor can you constantly
monitor their online
activities, but you can talk to
your child on a regular basis
about what they do online. By
talking openly with them
about online relationships,
they can quickly ascertain the kind of behaviour which is
appropriate or inappropriate. Ask them whether they have
any online friends or if they play online games with people
they haven’t met. This could then open up conversations
about the subject of grooming.

CHECK PRIVACY SETTINGS

In order to give your child a safer online gaming
experience, it is important to check privacy settings or
parental controls on the networks, devices, apps, and
websites they may use. If you use location-sharing apps to
check where your child is, remember that these could
always be used by strangers to follow your child without
their knowledge. Ensure that you check options so that
location information is never shared with anyone except
those they have permission to share with.
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DISCUSS SAFE ONLINE BEHAVIOUR

Make it clear to your child that they should not accept friend
requests from people they don’t know and to verify friend
requests with people who they do know. They should never
agree to chat privately with a stranger or someone they
don’t really know. Remind them that they should never
dlvulge personal information, such as mobile phone

ds or name of their school.
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DISCUSS HEALTHY RELATIONSHIPS

Talk to your child about what a healthy relationship looks
like and how to detect someone who might not be who they
claim to be. Explain that groomers will pay your child
compli s and ge in conver about personal
infori such as hobbies and rel hips. They may
admire how well they play an online game or how they look
in a photo. Groomers will also try and isolate a child from
people close to them, such as parents and friends, in order to
make their relationship feel special and unique.

BE SUPPORTIVE

Show your child that you will support them and make sure
they understand they can come to you with any concerns
they may have. They need to know they can talk to you if

someone does something they are uncomfortable with,

whether that is inappropriate c

or sexual comments.
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LOOK OUT FORWARNING SIGNS

Child safety experts have identified key grooming patterns
and advise parents to look out for:

Alack of interestin
extra-curricular activities.
Having new items, such as
clothes or phones, which
they can't explain.

They seem withdrawn,
anxious, depressed or
aggressive.

Having older boyfriends
or girlfriends.

Secretive behaviour about -
what they are doing online.
Internet or smartphone

usage late at night.

Going to unusual places to
meet up with friends you

have not heard of.

They are clingy, have

problems sleeping and

eating or even bedwetting.

HOWTO REPORT

If you're worried that your child is being

d online or lly exp i, you can

. g

report your concerns to the Child Exploitation
and Online Protection (CEOP) Safety Centre,
which is part of the National Crime Agency at
www.ceop.police.uk/safety-centre. Reports are
read by a Child Protection Advisor who will
make contact by phone or email to work with
you to make a plan to keep your child safe. If
you think a child is in immediate danger, call
the Police on 999 or NSPCC on 0808 800 5000.

\

SOURCES'H!(ps,//www nspcc.org.uk/globals ts/research : i ‘, f,https /lwwwtelegra ,.cou ews/2018/06/17/police-reveal-3000-sex-gra g-Cri
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This Is not a definitive guide. Please always check with the app's support information to see if
your security and privacy concerns are addressed.

www.nationalonlinesafety.com




— 3 YouTube [

YouTube lets you watch, create and comment on
videos. You can create your own YouTube account,
create a music playlist and even create your own
channel, which means you’ll have a public profile.
YouTube allows live streaming.

Young people use YouTube to play games, create, learn,
connect with people and to watch.

Tips for staying safe are:

e Explore it together

e Explore YouTube’s safety settings

e Talk to your child about what they are sharing

e Show them how to report inappropriate content
e Let your child know they can talk to you

It is important to remember that the Official age
rating for YouTube is 13+

Follow link below for more parental advice on safety
https://www.net-aware.org.uk/networks/youtube/

Sexting — What is it and what are the risks?

AI Safe Gaming |7

Gaming is enjoyed by children and adults
on a worldwide scale. It can be a way for
children to be social, learn new skills,
develop teamwork, and relax. However,
gaming also comes with risks for children.
It can be difficult to keep up with the latest
games and how they work. However, there
are ways that you can support happier,
safe gaming for your child. Talking to your
child about the games they are playing,
learning together, and setting boundaries/
safety settings are steps you need to take.

Remember - if you are worried that a child
is being groomed in a game or any other
online platform you should contact local
police on 101/999.

Click below for further
expert advice ,
thinkuknow.co.uk/parents/gaming/



https://www.net-aware.org.uk/networks/youtube/
https://www.thinkuknow.co.uk/parents/articles/gaming/

Sexting occurs
predominantly
on, but is not
exclusive to
these apps...

Snapchat

Tinder WhatsApp

Sexting involves sending and receiving explicit messages, images or videos
of a sexual nature. This content is usually uploaded on a mobile device,
which can then be uploaded onto social networking sites and shared
further. They can be sent to or from a friend, boyfriend, girifriend, or
someone your child has met online. Sexting is often described as the new
flirting for children - but it is illegal for anyone under the age of 18, with
police forces in England and Wales recording 6,238 underage "sexting"
offencesin 2016-17, arate of 17 a day.

MAKE OR SHAR!
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What parenfs need fo know abouf

BREAKING THE LAW

Sexting is illegal if you share, make, take or distribute an
indecent image or video of a child under the age of 18. It

is an offence under the Protection of Children Act (1978),
the Criminal Justice Act (1988), and under Section 67 of

the Serious Crime Act (2015). Sexting or ‘youth produced
sexual imagery’ between children is still illegal, even if

they are in a relationship and any images are shared
consensually.

CHILDREN THINKIT’S HARMLESS

Many young people see sexting as ‘banter’ or a joke, an
easy way to show someone they like and trust them, or
just a cool thing to do. But they may not realise the
consequences of sharing personal information and how
it can be potentially harmful to them in the future.
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REGRETTINGTHEIR
ACTIONS

Although some children are
willingly exchanging images, many
may regret sharing the messages,
images and videos after they have
sent or uploaded them. Once it's out
there, there's no going back, and
your child may feel ashamed,
vulnerable, worried or anxious
about imagery resurfacing later,
especially if a relationship or
friendship has broken down.
‘Sexting’ was the most viewed
information and advice topic on the
Childline website in 2017, showing
the need for people to get help.

BULLYING, COERCION &
BLACKMAIL

Your child may feel pressured into sexting, so they don’t come across
asboring, or think it's a way to show someone they care forthem.They
may feel under pressure to give in to repeated requests or feel obliged

to share sexual messages and imagery. Sexting can also expose
young adults to the risk of being exploited by paedophiles or sexual
predators, who then use images to extort additional photos, sexual
favours, and sometimes money from victims.

SHARING

Once a photo or video is out there, there's no way of knowing how
many people have saved it, tagged it or shared it. Children like to
show off to their peers and suddenly, an image has gone beyond
itsi ded recipient, to ck friends, and even strangers.

Once an image or video has been shared online, there’s nothing to

stop it being archived and repeatedly shared.

\,

elop T1ps for Parents° @ o

OYOURCHILD

Encourage open dialogue about appropriate information
to share with others both online and offline, discuss the
word ‘sexting’ and ensure that they know what it is and
what it involves. Show that you understand that sexting

can reflect natural adolescent curiosity about nudity,
bodies and exploring their sexuality, but explain why it's
important to think twice before sharing something. Show
that you are approachable and understanding.

DISCUSS THE LEGALITIES

Children and young people may not realise that what they
are doing is illegal. Ensure that your child understands
that when they are aged under 18, itis
against the law for anyone to take or
have a sexual photo of them - even if
it's a selfie, and even when the
activity is consensual.

EXPLAIN THE REPERCUSSIONS

Let your children know that once they have sent a message,
they are no longer in control of it, and the messages, images
and videos that they may intend to share with one individual
may end up where the whole world can have access to them.

Even if they completely trust someone, other people using
their phone might accidentally see it. And, later in life, it may

affect their online reputation, especlally if universities,
employers or future partners access the imagery.

HOWTO REMOVE IMAGES

If an image has already been shared, either your child or
yourself should speak to the person that the image was
shared with and ask them to delete it. You can also use the
report button on a website where the image was posted.
Speak to your child's school, as they may be able to
confiscate phones if they know that they have sexual
imagery stored. If you believe the child was forced into
sending the message, report this to the gol:ce You or your
child can also report the content to CEOP with one of their
child protection advisors (Child Exploitation and Online
Protection Command)

SOURCES NSPCC (2015) Review Under Pressure: What's Affected Children i m April 2013 - March 2014. [online]
nspec

/ t

ts/cl -review- .pdf. Last a«essed on 15/07/!8.
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BLOCKING AND
STOPPING SEXTING

Show your child how to use the block button on their
devices and favourite apps to stop people sending them
unwanted messages. You can also set up parental controls
with your internet service provider or on your child's phone
to stop them from accessing harmful content.

HASYOUR CHILD RECEIVED A
SEXUAL IMAGE?

Firstly, reassure your child that they have done the right
thing by speaking to you about the incident. Ask them if
they requested the image or if they received it unwillingly.
If the image has been sent to your child by an adult and
you are concerned about sexual exploitation or grooming,
contact CEOP immediately.

nual-review; bbc.co.

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061




YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice
and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by
individuals, but organisations and media companies also offer
some of their content via this platform.
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What PCIGI]'LS need fo know about

YouTube%

AGE-INAPPROPRIATE VIDEOS

D ‘

SPENDING A PREMIUM SHARING VIDEOS

YouTube Premium (formerly YouTube Red) is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original content and a
separate music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS

On YouTube, ‘challenge videos” are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
ariver and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones.
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As well as watching videos, many children are keen to share their
own videos online, emulating their YouTube heroes, such as
Stampy or DanTDM. However, if they post something on YouTube,
they may later regret it or feel embarrassed about what they have
shared. There is also a risk that they will receive hurtful or
negative comments regarding not only their content, but also
their app YouTube’s ¢ section is inf; for
being one of the most opinionated on the Internet.

IN-APP MESSAGING
When your child is logged into their Google account and browsing
the YouTube website, they can share and talk about videos with
their friends using the chat bubble. This can be found at the top
right of the desk site or through in-app ing on their
mobile or tablet. When they tap on the ‘Friends’icon, they have a
list of suggested people from their contacts - which can be any
contact they’ve had on Google or somebody who has sent them
an invite link.

Top Tip

As YouTube is the biggest video sharing website in the
world, there is content available for all ages, meaning that
some content will not be appropriate for your child. If you
think that content is i thereis a fl feature

to submit it for review by YouTube staff, but you will need to
be aware that just because video is not appropriate for a
younger audience, it may not violate YouTube’s policies.
YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive content may still
slip through.

[arens

OPT FOR A FAMILY PREMIUM PLAN

Safety % A

for
BLOCKING ACCOUNTS a

’
TURN ON‘RESTRICTED’ MODE
‘Restricted Mode’ is an optional setting you can use to help
screen out potentially mature content you may prefer your
child not to see. Restricted Mode works on the browser or

device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Desktop: Mobile:

+ Go to the bottom of any « Tap the three vertical
YouTube page and switch dots at the top-right on
‘Restricted Mode’to ‘ON. the screen and press,

« To make it more difficult ‘Settings.
for this to be turned off, » Click on ‘Restricted
you will be given the mode filtering.
option to lock restricted « Press’Restrict.
mode onto your browser.

Please note that you can't‘lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT
By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history on a
computer, on the right hand menu under the library
section, click ‘History” On mobiles, the viewing history can
be found by clicking on the ‘Library’ tab.

When using YouTube, there may be instances where your child
receives negative c ts. If body'’s giving your child a
difficult time, here’s how to block them and prevent future
comments and replies:

« Go to their channel/account by clicking on their name.

« Click on ‘About!

« Tap the dropdown box with an image of a flag on it. f
« Press‘Block user.

« Tap ‘Submit/

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way to truly know what your child may have been
watching is to regularly monitor them. You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it is important that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
the future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
Ieamina modules on creating a YouTube channel, however,
you should encourage them not to use their real name.

DIGITAL WELLBEING

YouTube has launched a tool called ‘Time Watched’ that allows

A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month,
it allows you to share a YouTube paid membership with up to
five other family members - aged 13 and older - living in the

same household. As the account holder, or family manager,
you must create a Google family account.

MANAGING IN-APP MESSAGES

If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x”

YOUTUBE GAMING
YouTube has created its own destination for gamers, which
highlights the top gaming videos from the user’s subscrip-
tions, including live streams.There are hundreds of YouTube
accounts which show other people playing and commenting
on games. These are called ‘Let’s Play’ videos. While YouTube
can be a great resource for hints, tips and news for games, it
isa good idea for parents to keep a close eye on what
YouTuber’s are posting. Often, the games they are playing
will contain strong language and violence. A few examples of
popular YouTube gamers for you to have a look at are:

you to see how long has been spent on the platform. Once you
have discovered how much time has been spent on the app,
there is the option to set a time limit. Once the limit is reached,
a reminder will pop up on the screen. You can also disable
sounds and vibrations to help resist the urge to check for
notifications.

« Stampy « PopularMMOs

« Yogscast Lewis & Simon « Captainsparklez
« PewDiePie « Jacksepticeye

« EthanGamer « LtCorbis

« Markiplier « DanTDM

YOUTUBEKIDS - PARENT APPROVED CONTENT
On the YouTube Kids platform, parents can now handpick
videos and channels for their children to view, giving parents
and guardians full control over what their children view on the
a;p. Simply enable the feature within the account settings
and select “approved content only” It's important to note that
this feature is only currently available on Android devices.

SOURCES: : hnFs‘waw.(hesnn.m.ukfle(h/é?OZSl 7/youtube-porn-videos-roblox-sex-games-watch-online/, https://www.youtube.com/watch?v=x-frgntP96M, https://www.youtube.com/watch?v=L2xuy7hc-hc
http://www.dailymail.co.uk/news/article-5126833/Terrifying-truth-child-watches-YouTube html, https://www. wdaysparem.mm/ldmcig/e(razyyoutube~challenge&klds-are-dum /, https.//www.youtube.com/watch?v=4yek0Jb0sBg
https://tocaboca.com/magazine/common-sense-media-youtube/, http://familytech.com/so-your-kid-wants-to-start-their-own-youtube-channel/, https://www.laptopmag.com/articles/block-someone-youtube
https://www.youtube.com/intl/en-GB/yt/about/brand-resources/#logos-icons-colors, https://www.commonsensemedia.org/blog/popular-y g s-kids-cant-g wough-ofStamp
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This is not a definifive guide. Please always check with the app’s support information fo see if
your security and privacy concerns are addressed.

www.nationalonlinesafety.com




CALLDUTY
COLDWAR

Call of Duty: Black Ops Cold chr (coD) isan onlme first=person shooter. It's avalloble on PC
; PlayStation and Xbox. CoD allows players to select from different game modes including campaign,
multlplayer and ‘Zombies’. Players can customise their characterand weapons in the game

'/
Graph;c V|olence & Language

A story of covert warfare and
ruthless operatives, Black Ops
Cold War features extreme
violence: piayers harm and kill
enemies in brutal and ic
ways. Several scenes

intense interrogation and torture.
Unsurprisingly, there’s a strong
horror element in Zombies’ mode immersive nature, it can dlﬁeun for
Tholonguogou“dlsunsdtobh ; ? : children to recognise their limits and
for under 18s. - ) : know when to stop playing.
; a

a 2 - - R . -
In-game Payments
Players can gain an advantage

Most modes of Black Ops Cold War "
require an internet connection so that
the player can battle against other
users online: the game has
mhgmhonln&oﬂnenstng'Wonono
battle royale mode. A
romdwxlylombolwunlowso
minutes. Because of the

D\nvgonuniplayorgum,iguchia’al’c
or console has a microphone,
Ionhemtotdtowoﬂwphyermd
the world. As it's an adult game, the

used in these chats may often be
iate for young children. Due to the
ve nature of gaming and the fact
that conversations are not moderated, your
child could be at risk of cyberbullying.

money
attributes. The currency in the
game is known as CoD points.
They can't be earned by 7 ing
ng the - only B com
purchased in the online store.
CoD point packs range from
£1.79to £84.99.
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#WakeUpWednesday SaFEtH Tips ?orﬁarents & Ca
RemoveViolence kiproranty @

Atthe beginning of the game, players are giventhe
chance to disable the graphic content. You also have
the option to do this in the game’s settings. You can
change the profanity setting in the content filters tab, so
that the bad language doesn't appear in the game. In
addition, there’s an option to change the zombles mode audio settings and disable the text
to a more cartoonish rendering, making this mode chat function in the content filters
slightly less frightening. section too.

It's not possible to pause a multiplayer
game of CoD, 5o it's a good idea to agree
with your child a limit of matches they can
play in one session. In 2018, the World
Health Organisation recognised ‘gaming
disorder’ as health condition, so it's
important to monitor how long your child
spends on the game.

It's important to talk to your child
regularly about who they're
interacting with online. If you have
serious concerns, you can disable
the voice chat function in the game’s

To avoid your child incurring hefty CoD point
costs, it's best not to link their device to your
bank account. Alternatively, you could allow
limited access by setting up parental
controls on their console. To keep a rein on
spending, it's a good idea to use a gift
voucher or a Paysafe card (if they're usnng
an Xbox or PlayStation).

-
Meet our expert

Mark Foster has worked in the gaming industry for

five years as a writer, editor and presenter. He is
the gaming editor of two of the biggest gaming
news sites in the world, UNILAD Gaming and
GAMINGbible. Starting gaming from a young age
with his siblings, he has a passion for
understanding how games and tech work, but

more importantly, how to make them safe and fun.

You can prevent your child from viewing any
user-generated content by changing the
settings via the in-game options menu, so
unsuitable content won't show on screen
when your child is playing. If your child feels
that they've experienced cyberbullying in the
game, there is a facility within the game to
report offensive behaviour.

Players are given incentives during the game to reward

more time spent playing. They can also earn rewards by
watching influencers playing the game via Twitch. This
presents a risk that your child could want to spend

&

-

even more time in front of a screen. Make sure you

talk to your child regularly about the importanceof ~ &
alternative activities away from their device ~ such

as physical exercise or pursuing a creative interest.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - [NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 02,12.2020




Dedicated Helpline

SIopTt il

0800 136 663

Together we can prevent

Stop It Now! UK and Ireland

This new dedicated helpline provides support to encourages adults to create a
both children and adults who have experienced society that no longer tolerates
. . . the sexual abuse of children.
sexual abuse in educational settings or has : ) :
. . There is a confidential and

concerns about someone or the issues raised. . :

L. anonymous helpline and email
Support and advice include how to contact the

. . i i service — 0808 1000 900 or live
police and report crimes if they wish. ST, ST e T A

The helpline will also provide support to parents ready to speak to someone on
too. More information is available at the phone.

Dedicated helpline for victims of abuse in schools Click the following links:
NSPCC Live chat - Stop It Now

Stop It Now! Secure email

Parents/Carers Learning Programme

Sexual Abuse Learning Programme (Parents Protect)
Parents Protect has developed this online child sexual abuse and exploitation awareness
learning programme for parents/carers and professionals to help:

e Understand potential risks

e Recognise the signs of possible abuse in children

e Be ware of inappropriate behaviour in adults

e Know where to go for help if you have concerns and would like to Parents Protect

talk about them

Click here: Sexual Abuse Learning Programme - Parents Protect

Together we can prevent
child sexual abuse 1

gua-' 'n“ Everyone’s Invited was founded m— USEFUL ON-LINE

ln"I Ed by Soma Sara during her time at SAFETY WEBSITES
school and University.
Conversations with friends throughout this time began to
reveal how widespread the issue is for young people. National Online Safety — safety
Whilst finishing her degree she began sharing her guides on ALL aspects of internet use

experiences of rape culture on Instagram. The huge
response from those that identified with her story,
prompted the website in June 2020. It is a space created Internet Matters — wide range of
for survivors to share their stories. Since 8" March 2021,
over 15,000 anonymous testimonies have been
submitted and shared, sparking a conversation about
rape culture with millions of people. To find out more https://www.internetmatters.org/
click Everyone's Invited (everyonesinvited.uk)

https://nationalonlinesafety.com/

online safety advice for parents to
keep their children safe on-line.



https://www.parentsprotect.co.uk/sexual-abuse-learning-programme.htm
https://nationalonlinesafety.com/
https://www.internetmatters.org/
https://www.everyonesinvited.uk/
https://www.nspcc.org.uk/about-us/news-opinion/2021/sexual-abuse-victims-schools-helpline/
https://www.nspcc.org.uk/about-us/news-opinion/2021/sexual-abuse-victims-schools-helpline/
https://www.stopitnow.org.uk/
https://www.stopitnow.org.uk/helpline/live-chat/
https://contactus.stopitnow.org.uk/

ONLINE SAFETY

Please see below for useful websites to support
your children, together with a link for leaflets in other
languages that will assist you in keeping your
children safe on-line.

Parents: Supporting Young People Online
(Childnet)
https://www.childnet.com/ufiles/Supporting-
Young-People-Online.pdf

Leaflets available in other languages here
https://www.childnet.com/resources/supporting-
young-people-online

Arabic

° . ° Punjabi

. Bengall e Somali
 English e Spanish

e Farsi e Turkish

e French e Urdu

o Hln_dl e Viethamese
e Polish e Welsh

=1 EAL RESOURCES FOR [

PARENTAL SUPPORT m

During these extremely tough times, parents find
themselves pulled in many different directions.
Concerns about COVID-19, work from home/children
at home, along with a possible financial impact make
for a stressful household. Young Minds have created a
useful 'Supporting Parents Help Finder'. By answering
six questions, parents can find out how to support
their child's mental health during the pandemic (and
beyond). Find the help finder here:
https://youngminds.org.uk/supporting-parents/

— HelpHarrow —

Help Harrow Digital Product

Help Harrow is being delivered in partnership
with Harrow Council. It is a self- referral system
for all ages, targeting acute needs in specific
social areas in Harrow.

Help Harrow Key Points:

® A portal as a way of connecting vulnerable
residents to vital services in the borough during
and throughout the current pandemic.

e Currently offers support for food poverty,
advice/information in all areas of life, as well as
mental health and emotional wellbeing support.
® A ‘Single Point of Contact’ referral system.

e Referrals can be made directly by the person in
need or via an Access Point.

Key Benefits to Helpharrow.org Users:

e A virtual One stop shop” to organisations and
services in the Harrow.

® A choice of relevant organisations listed to
support the user’s needs.

® Process to start engagement with a person in
need within 2 working days of referral received.
e Key organisations in the system including but
not limited to Citizen Advice Bureau, MIND, Age
Concern and Harrow Carers.

Who is Help Harrow for?

e Local Harrow residents for self- referral
e Households affected by Covid-19

e All ages

e Organisations

Please click on link for more details
https://helpharrow.org/

sister or friend?

Parents, are you worried about: Your child’s behaviour, finances and
putting food on the table, employment, housing, your own mental health
or relationship difficulties and want to talk about these?

Students, are you worried about: Your mental health, food, arguments
or fights at home, covid-19, or do you have worries about your brother or

I will be holding drop-ins over the
Telephone on the days and times
listed below:

Please email: Evangeline.phillips@harrow.gov.uk
to arrange a call back. If these times don’t work

Mondays 2-4pm
Thursdays 10am-12noon

for you, we can find another time.
Look out for my presentation in virtual
assemblies soon!



https://helpharrow.org/
https://www.childnet.com/ufiles/Supporting-Young-People-Online.pdf
https://www.childnet.com/ufiles/Supporting-Young-People-Online.pdf
https://www.childnet.com/resources/supporting-young-people-online
https://www.childnet.com/resources/supporting-young-people-online
https://youngminds.org.uk/supporting-parents/
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HELPING LOCAL PEOPLE IN CRISIS

Do you need help from the foodbank?
THE MOST IMPORTANT STEP IS TO GET A
FOODBANK VOUCHER.

To provide the most appropriate help for
your circumstances, Harrow foodbank works
with local agencies. If they feel you are
struggling to put food on the table, they will
issue you with a foodbank voucher. The local
agency can also provide long term support if
needed to help address some of the issues
behind the reasons for your crisis.
Agencies that they work closely with include:
Citizens Advice, housing support officers,
children’s centres, health visitors, social
services, and some local charities.

To Get In Touch
If you call or email the foodbank they can talk
through your situation and put you in touch with
the relevant local agency.
Harrow Foodbank | Helping Local People in Crisis

ARN

If you are struggling with Home Learning and
supporting your children during this current
Lockdown, Learn Harrow, promoted by Harrow
Council, provides a wide choice of learning
opportunities for all ages and abilities across the
borough in partnership with various providers.

They have created a google form for parents to tell
them what they are interested in:
https://docs.google.com/forms/d/1pfXbmOGNJh1
Xq3bQqjs80SfBo3z3v23gZdfVSPk8whg/edit

They are running various different courses for
secondary school parents to attend such as:

e How to use learning platforms such as
Google, Zoom and Teams

e Awareness of teenage mental health and
how to approach this with your own child

e How to monitor children on the internet

e How to motivate their children to do work

e ESOL

e Functional Skills Maths/English/ICT

Online Counselling Service
for 11-25 year olds in Harrow

keoth|

As part of Mental Health services for young
people in Harrow, the service complements their
existing early intervention, Harrow Horizons.

It is a free online counselling and emotional well-
being support service providing young people in
Harrow, aged 11-25 years (up to 25th birthday),
with a free, safe and secure means of accessing
support with their emotional health and wellbeing
from a professional team of qualified counsellors.

_I SAFEGUARDING TEAM I_

The Rooks Heath College Safeguarding Team have
been trained to an advanced level on all aspects of
safeguarding. The team is available to any student,
parent or school staff member to discuss and report
any safeguarding concerns.

The team Members are as follows:

Designated Safeguarding Lead -

Ms S Rockell

Deputy Designated Safeguarding Leads —

Ms V Cobblah-West, Miss L Dale and Mrs L Geoghegan
School Social Worker

Ms Evie Philips

Are all your contact details up to date?

If you change your home phone/email/mobile
number, please let the school know, so that we
have the most up-to-date contact details.

EMERGENCY

HOMELINEUK AREEAC

0300 0B 41 41 OTEBGD 033 957 patifpapyrus-uk.org ‘. PAPYRUS

Share the HOPE

Save a life

( Useful contacts to report a concern
If you are worried and need help, then please

contact one of the following:
For children click here Online here

childline ‘ ? CLICK CEOP ‘
A B T ST IR Internet Safety

Harrow Children’s Services click here

W 020 8901 2690 .



https://harrow.foodbank.org.uk/contact-us/
https://harrow.foodbank.org.uk/
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.google.com%2Fforms%2Fd%2F1pfXbm0GNJh1Xq3bQgjs8oSfBo3z3v23qZdfVSPk8whg%2Fedit&data=04%7C01%7CKaren.Bhamra%40harrow.gov.uk%7Cbc7193f8e6a046fb020308d8b88b405b%7Cd2c39953a8db4c3c97f2d2dc76fb3e2c%7C1%7C0%7C637462255514866927%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=3S47Q4w3%2BigpUZaV%2Fv8lNSd%2BtMa90zSAxa3N2LIrmJo%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.google.com%2Fforms%2Fd%2F1pfXbm0GNJh1Xq3bQgjs8oSfBo3z3v23qZdfVSPk8whg%2Fedit&data=04%7C01%7CKaren.Bhamra%40harrow.gov.uk%7Cbc7193f8e6a046fb020308d8b88b405b%7Cd2c39953a8db4c3c97f2d2dc76fb3e2c%7C1%7C0%7C637462255514866927%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=3S47Q4w3%2BigpUZaV%2Fv8lNSd%2BtMa90zSAxa3N2LIrmJo%3D&reserved=0
https://www.ceop.police.uk/safety-centre/
https://whildline.org.ukww.c/
https://www.harrow.gov.uk/children

